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Safety tips on internet

Do not share personal information

* Create nicknames that do not reflect your own name
or anything personal.

*Never give your password to anyone. Your ISP/banks
will never, ever ask you for your password while you
are online or via email.

*Don't provide your credit card number or other
Identifying information as proof of age to access or
subscribe to a web site run by any person or company
with whom you are not personally familiar or that
doesn't have an extremely good, widespread
reputation.




Safety tips on internet

Install and use a firewall, pop-up blocker and spyware
detector.

Ensure that your virus definitions are up to date and
Run anti-virus and spyware detectors/cleaners
regularly.

Make Backups of Important Files and Folders to
protect important files and records on your computer
Use strong passwords - Easy to remember and
difficult to guess type password. Use alphanumeric
and special characters in your password. The length
of password should be as long as possible (More than
8 characters).




Safety tips on internet

Open email attachment carefully

Be careful while downloading any free software or
screensaver etc.

Not delete email in question, save the email and take out the
full header of the such email and report the crime.

Be cautious when dealing with individuals outside of our own
country.

Be cautious of unsolicited offers . Never purchase anything
advertised through an unsolicited email.

Never accept any kind of freebies or free downloads of any
pictures/music files.




Safety tips on internet

Never arrange a face-to-face meeting with someone
who you have just ‘met’ on the Internet

For every financial site make sure there isa “HTTPS:\\”
sign n also a LOCK sign at the end of the address which
means the site is secured.

Never let someone you don't know use your cell
phone.

Beware of lotteries that charge a fee prior to delivery
of your prize .

Always type in the website address yourself rather
than clicking on a link provided.




Safety tips on internet

Always talk with your parents or a responsible adult
about your online activities.

Always LOGOUT or SIGNOUT

Insta-alert facility: Credit card & banks. Banks & credit
cards companies should send u a sms as soon money is
withdrawn from your account or any monetary
transaction happens in your account.

Always keep banking n credit card companies phone
numbers in your mobile.

Keep 2 ids, one id OFFICAL, 2" id for social networking
sites like facebook , yahoo, gmail.




Cyber cell details

Mumbai

Cyber Crime Investigation Cell (Crime Branch, C.I1.D), Annex-ll|
Building, Police Commissioner Office, Crowford Market, Mumbai

022-22641261 / 24691233
officer@cybercellmumbai.com

http://www.cybercellmumbai.com/

cybercell. mnumbai@mahapolice.gov.in

Thane

3rd Floor, Police Commissioner Office
Near Court Naka, Thane West,
Thane 400601

022-25429804

www.thanepolice.org
E-Mail: police@thanepolice.org




Cyber cell detalls

Bandra kurla

« BKC Police. Station Building,Bandra Kurla Complex,
Opp. I.C.I.C.I. Bank, Bandra E, Mumbai-51
Tel:022 - 26504481, 26504882, 26504483

Navi mumbai

cybercell.navimumbai@mahapolice.gov.in




